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Abstract

America must develop robust capabilities to identify and monitor clandestine nuclear
weapons programs. Accurate and timely intelligence are essential elements in combating
the spread of nuclear weapons, of which the President’s 2006 National Security Strategy
succinctly describes as “the greatest threat to our national security.”

This paper first delves into why the leadership of some countries desire nuclear
weapons. A brief discussion on international agreements and American policies in
relation to nuclear nonproliferation follows. Then, the uranium nuclear fuel cycle is
described along with several pertinent case studies.  Finally, conclusions and
recommendations for American nonproliferation efforts are presented.

An increased emphasis on nuclear nonproliferation within the United States
government is required. Nonproliferation programs are spread across many agencies and
departments within the Executive Branch, lending to inefficiencies and a lack of
synergistic direction. Just as a cabinet post was recently created to enhance America’s
intelligence assessments, similar attention is warranted for America’s nonproliferation
endeavors.

There are shortfalls in the intelligence capabilities of the United States to detect
clandestine nuclear weapons programs, as was discovered following the 2003 invasion of
Irag. To remedy this deficiency, the United States must acquire the capability to

accurately detect and monitor proliferators’ nuclear weapons programs. Only by



understanding what proliferators are doing, can approaches be developed to stop or delay
their efforts as long as possible.

There is a compelling case that Iran’s uranium enrichment effort is not exclusively
for nuclear energy, as they claim. Rather, Iran’s objective is likely to develop nuclear
weapons. But the evidence must be air-tight before the United States embarks on options
to deal with Iran, possibly including a preemptive war. Improved technologies to detect

uranium enrichment could provide the key to finding the “smoking gun” in Iran.
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Chapter 1

Introduction

America must develop robust capabilities to identify and monitor clandestine nuclear
weapons programs. Accurate and timely intelligence are essential elements in combating
the spread of nuclear weapons, of which the President’s 2006 National Security Strategy
succinctly describes as “the greatest threat to our national security [emphasis added].”

The mere thought of a nuclear weapon detonating within the United States conjures
tremendous emotion in any American. Such an act is almost unthinkable, yet this event,
while not likely, is at least plausible when one looks at the recent history of nuclear
weapons proliferation. Nuclear proliferation, especially to unpredictable and unstable
countries, puts America and the world at risk. Recent events are indeed troubling, to
include the discovery of the A.Q. Khan network, North Korea’s 2006 nuclear test, and
Iran’s commitment to enrich uranium.

Dr. Mohamed ElBaradei, the Director General of the International Atomic Energy
Agency, believes that many countries are “hedging their bets” by possessing the
knowledge and technologies that would allow them to rapidly develop nuclear weapons
for possible future contingencies, labeling them as “virtual nuclear weapon states.” Dr.
ElBaradei believes that 20 to 30 countries fit into this category in addition to the current
nine nuclear powers.> An even greater number of less technologically-advanced

countries could also produce nuclear weapons, albeit with more challenges than that of

the “virtual” states. All told, there are perhaps 50 countries that could build nuclear



weapons if its leadership so desired; some could do so quickly and for others it could take
a decade or more.® Proliferation of nuclear weapons is a vital issue and the President’s
National Security Strategy correctly underscores this threat to America’s national
security.

Concern about the spread of nuclear weapons is not a new theme. During the 1960s,
after China and France successfully joined the nuclear club and other countries were
eyeing nuclear weapons programs, the prevailing belief was that nuclear proliferation was
on the verge of rapidly spreading across the globe. In the early-1960s, President
Kennedy stated: “I see the possibility in the 1970's of the President of the United States
having to face a world in which 15 or 20 or 25 nations may have these [nuclear]
weapons.”® Yet today, there are “only” nine countries with nuclear weapons, so it might
appear as if proliferation pessimists overestimated the threat. But the fact of the matter is
that nonproliferation efforts by the United States and others limited the spread of nuclear
weapons and without continued attention on this serious problem, many additional
countries might have nuclear weapons today than the current nine.

Once a country develops nuclear weapons, the tendency is for it to retain them.
There are only two unique exceptions where countries decided to disassemble their
nuclear weapons programs.> Conversely, proliferation continues to climb with North
Korea demonstrating its nuclear capability in 2006. The United States along with other
countries are trying to entice North Korea to reverse its nuclear program, although the
verdict is still out on whether or not their efforts will be successful. Nevertheless, it does
not appear that any of the eight other nuclear powers intend to dismantle their nuclear

weapons programs anytime in the foreseeable future. Furthermore, there are additional



threats on the horizon, with countries such as Iran that are almost certainly pursuing a
nuclear weapons capability. If Iran were to attain nuclear weapons status, it would likely
relish its heightened power, which is a dangerous situation with a country that is
committed to exporting terrorism and that has a history of attacking Americans abroad.®
As the situation in the Middle East continues to evolve, along with a high-likelihood that
Iranian and American interests will increasingly collide, the regional implications of a
more powerful Iran are worrying.

Inevitably, some countries will endeavor to build nuclear weapons. As such,
America requires the means to detect clandestine nuclear weapons programs. This
capability is essential not only for nonproliferation, but for counter-proliferation efforts as
well. For nonproliferation, such information is critical to resoundingly prove to the
international community the problem at hand and to then develop an effective strategy to
convince the leadership of the country in question to terminate its nuclear weapons
program. If nonproliferation efforts fail, it is essential to know as much as possible about
an emerging nuclear power’s program to include the locations of its facilities, as the
international community and the United States might need to consider a range of options
to deal with the proliferator, possibly including counter-proliferation measures.

First, this paper delves into why the leadership of some countries desire nuclear
weapons along with the role that international agreements and programs specific to the
United States play in the proliferation arena. Then follows a discussion on what is known
as the “nuclear fuel cycle.” Any entity, be it a nation-state or a non-state actor wanting to
have an effective and sustainable nuclear weapons program, must master the nuclear fuel

cycle. It is within the nuclear fuel cycle that the core material is produced that then can



be assembled into a nuclear device. While there are two main “routes” or options that
can be followed to produce nuclear weapons-grade material, the method most en vogue
appears to be the process of highly enriching uranium, hence this study’s focus on the
uranium route.

Next, several case studies are analyzed to determine why certain countries made the
decision to covertly start a nuclear weapons program. An overview of each country’s
uranium fuel cycle is discussed along with lessons learned. Finally, conclusions and
recommendations for American nonproliferation programs in relation to clandestine
proliferators are presented.

There is a wealth of literature on nuclear nonproliferation, as would be expected of a
topic of such importance. Yet relatively few works focus specifically on proliferation
issues associated with clandestine nuclear programs. There are two monographs that deal
with certain aspects of this topic quite well. The first example written by Robert F.
Mozley provides an excellent summary of the nuclear fuel cycle and the key issues with
nonproliferation, yet his conclusions are limited by a reliance on international solutions to
stop emerging proliferators; a strategy that was not successful with North Korea and has
yet to yield results with Iran. The second book edited by Allan S. Krass, et al, though
dated, has excellent descriptions of nonproliferation concerns pertaining to uranium
enrichment, but the book’s proposed solutions deal almost exclusively with verification
regimes. This paper attempts to bridge the gap not addressed in other works by
connecting the nuclear fuel cycle with pertinent examples of past and current
proliferators, then providing recommendations for how the United States should

strengthen its efforts to identify emerging, clandestine nuclear weapons programs. Only



with accurate identification of threats can an effective strategy be developed to stop

nuclear proliferation.

Notes

! White House, The National Security Strategy of the United States of America
(Washington D.C.: Office of the White House, 2006), 19.

% The nine nuclear powers are the United States, Russia, United Kingdom, France,
China, Israel (assumed), India, Pakistan, and most recently, North Korea. South Africa
had a nuclear capability at one point, but has since dismantled it. Mohamed ElBaradei,
“Addressing Verification Challenges” (symposium, International Safeguards, Vienna,
Austria, 16 October 2006).

® In 1984, Stephen Meyer developed a model to analyze countries that had
indigenous materials and the knowledge necessary to build a nuclear weapon. His model
was later updated by Rice University. The most recent version from Rice University,
dated 1992, indicated that 48 countries could eventually develop a nuclear device, given
the desire to do so. That number almost certainly would be higher today. Stephen
Meyer, The Dynamics of Nuclear Proliferation (Chicago: University of Chicago Press,
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Proliferation/.

% John F. Kennedy, “News Conference 52,” John F. Kennedy Presidential Library
and Museum (address, State Department auditorium, 21 March 1963).

® South Africa covertly acquired then later dismantled its nuclear weapons. Also,
three “Former Soviet Union” (FSU) countries, Belarus, Kazakhstan, and the Ukraine,
surrendered the nuclear weapons they inherited from the breakup of the Soviet Union,
giving them to Russia.

® Iran’s support of Hezbollah is well-documented. The 1983 bombing of the Marine
barracks in Beirut, killing 241 Marines, and the 1996 Khobar Towers bombing in Saudi
Arabia, killing 19 Americans, are cited as evidence for Iranian attacks on American’s
abroad. Finally, Iran is complicit in killing U.S. forces in Irag and undermining
international efforts to resolve the conflict. Kenneth M. Pollack, The Persian Puzzle:
The Conflict Between Iran and America (New York, NY: Random House Inc, 2004), 203
and 282. Also: James A. Baker Ill and Lee H. Hamilton, et al, The Iraq Study Group
Report (Washington D.C.: 2006), 24-5, 38.
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Chapter 2

The Path to Nuclear Weapons

The international community, especially the United States, recognizes the
temptations for nuclear weapons faced by some countries. This chapter explores the
rationale of why some countries aspire for nuclear weapons, and also addresses

international and American efforts to stem the tide of proliferation.

Why Some Nation-States Desire Nuclear Weapons

The history of the United States’ nuclear program provides an example as to why
some countries might want nuclear weapons. America initially pursued the “atomic
bomb” as a hedge against Germany’s growing nuclear weapons program. Later, after
America learned that Germany did not have as robust of a nuclear program as was
initially thought and whose defeat seemed certain, then decided to employ its newly
found nuclear weapons capability against Japan as means to end the war.> As relations
deteriorated between the United States and the Soviet Union into what became known as
the Cold War, “deterrence” became the main purpose for America’s nuclear weapons
program. After the end of the Cold War, the United States’ nuclear forces continue to
serve as a means to deter against the use of weapons of mass destruction against
America.? As this example illustrates, often there can be more than one reason why a

country begins a nuclear program, although deterrence tends to be a common theme, as



will be highlighted in later case studies. Nor is a country’s rationale for nuclear weapons
necessarily static when world or regional events change. Kenneth Waltz tersely, yet

effectively summarizes into seven reasons why some countries want nuclear weapons:

Table 1. Reasons for Wanting Nuclear Weapons

e Great powers tend to imitate other great powers.
e Fear that a nation-states’ great power-ally may not come to its aid if it is
attacked by another great power.
e A nation-state will want nuclear weapons if its adversaries have nuclear
weapons.
e [f a nation-state is in fear of another nation-state’s present or future
strength.
e Nuclear weapons could present a cheaper alternative to a conventional
arms race.
e For offensive purposes.
e To enhance the nation-state’s international standing.
Source: Kenneth N. Waltz, “Peace, Stability, and Nuclear Weapons,”
Institute on Global Conflict and Cooperation (University of California:
IGCC Policy Paper 15, 1995), 5-6.

Rarely does the impetus to develop a nuclear program originate from the masses
within a nation-state.®>  Usually a country’s leadership, be it a body of individuals or a
sole dictator, tends to have one or more of the above perceptions of why they require
nuclear weapons, often without public debate. But once the seed is planted, it can be
very difficult to persuade the country to choose a different course.”

It stands to reason that the ideal approach with nuclear nonproliferation is to assuage
the leadership of potential proliferators’ insecurities or concerns before they decide to
begin their journey towards nuclear weapons. Perhaps the most successful example of
this is the nuclear aspect of the North Atlantic Treaty Organization (NATO), where a
combination of the NATO alliance, the American nuclear umbrella, in addition to nuclear

weapons sharing with select NATO members, convinced several European countries,



especially Germany, not to develop indigenous nuclear weapons programs.® Similarly, a
country’s leadership can sometimes be swayed through diplomacy to stop their nuclear
weapons program. Case in point is South Korea, where it began a covert effort to
develop the necessary technologies to highly enrich uranium, but later ended their
program after a combination of pressure and security guarantees from the United States.’
Thus, “carrots” sometimes can persuade countries from fulfilling their desire for nuclear
weapons.

Yet there are limitations with the above strategies in that they are only applicable to
countries that are friends or allies with the United States. Attempts to entice nation-states
that operate outside of international norms may not only be ineffective, but also can have
the unsavory taint of “appeasement,” with all of the baggage that this approach carries
from the European experience with Adolph Hitler’s Germany. This brings to the fore the
notion of using “sticks” as a means to compel a country to end its nuclear proliferation
activities, with options ranging from sanctions to preemptive war. Case studies in
Chapter 4 will delve into these aspects, but suffice to say, the use of “sticks” has mixed

effectiveness.

International Nonproliferation Efforts

International treaties and agreements provide several effective measures to
encourage nuclear nonproliferation. One of the most successful international agreements
yet devised is the Nuclear Non-Proliferation Treaty (NPT). The only international
agreement that surpasses the number of ratified members to the NPT is the United
Nations charter itself. As of February 2007, 189 of 193 nation-states recognized by the

United Nations are parties to the NPT. Not surprisingly, the only countries that are not



signatories to the NPT today either have, or are suspected of having nuclear weapons:
India, Israel (assumed), North Korea, and Pakistan.’

The NPT entered into force in 1970, implementing several important provisions. For
the countries already in possession of nuclear weapons, it was agreed that they would not
transfer nuclear weapons expertise or materials to non-nuclear weapons nation-states. Up
until this point, nuclear powers had provided assistance to specific countries, for example
the Americans assisted the British with their nuclear weapons program, the Soviets
helped the Chinese, and the French provided similar assistance to Israel.® The NPT also
required the non-nuclear weapons-states not to accept any of the aforementioned aid from
the nuclear weapon nation-states. Additionally, all of the parties agreed to participate in a
safeguard and verification regime conducted by what became known as the International
Atomic Energy Agency (IAEA). Another critical aspect of the NPT confirmed that all
nation-states had the right to pursue peaceful applications of atomic energy.® This final
point was essential to the success of the NPT, allowing the world to benefit from peaceful
uses of the atom with the intention of satisfying their nuclear needs via energy, research,
and medical uses of nuclear science in lieu of nuclear weapons.

The success of the NPT is undeniable. The treaty has considerably stemmed the
spread of nuclear weapons knowledge and materials, and the proliferation rate in the
world dropped dramatically after its implementation. Yet at the same time, several
nation-states subsequently violated their treaty obligations with clandestine nuclear
weapons programs--a trend that continues to this day. Efforts to enforce compliance of
the treaty by the international community have not been very successful. One strategy to

enforce NPT compliance is the use of economic sanctions, be they unilateral, multilateral



or in exceptional cases, from the UN Security Council. North Korea provides an explicit
instance of NPT non-compliance, where it, as an NPT member, conducted nuclear
weapons research and even production of nuclear materials in the face of severe
international sanctions, and then pulled out of the treaty when it all but had assembled
nuclear weapons. In fact, the IAEA was unable to properly verify North Korea’s nuclear
safeguards program shortly after it signed the NPT in 1985 until 2003 when it formally
withdrew from the treaty.’® The IAEA and the international community at large knew
that North Korea was not complying with the NPT, but since the IAEA was at least given
minimal access to loosely monitor the status of North Korea’s nuclear program, it was
perhaps decided that North Korea should remain in the NPT, albeit in name only, rather
then kick them out for non-compliance. The North Korean case thus highlights the
inherent weakness of international agreements, in that the international community
largely is hesitant to enforce even the most blatant violations.

There are additional problems with the NPT. When the NPT was drafted in the late-
1960, its authors did not fully consider the various twists and turns that future
proliferators might attempt and apparent “loopholes” were later discovered in the original
text. One such example is that the NPT relies heavily on verification of nuclear activities
at specific facilities that countries declare to the IAEA in their comprehensive safeguard
agreement. Nuclear facilities that a particular country refuses to declare were not
specifically addressed in the NPT’s verification scheme, thereby Ilimiting the
effectiveness of the inspection regime.** To address this shortcoming, in the late-1990s
the United States and others proposed what is called the “Additional Protocol” to the

comprehensive safeguards agreement with the intention of strengthening the safeguard

10



and verification aspects of the IAEA. The Additional Protocol requires signatories to
declare to the IAEA all aspects of its nuclear fuel cycle, to include items such as uranium
mining which was not covered by the NPT. Parties to the protocol must also allow the
IAEA access to all nuclear-related sites, in some cases, on short-notice. Significantly, the
IAEA is also permitted to collect environmental samples beyond locations declared as
“nuclear related,” whenever such inspections are deemed necessary.’> The IAEA’s
increased access can more aggressively and accurately detect those cheating on the NPT.
But the Additional Protocol has not enjoyed the degree of success as that of the original
NPT in terms of world-wide acceptance, as the protocol is currently in force in only 78
countries thus far, although 34 additional countries intend on joining the agreement as of
February 2007.* While the Additional Protocol offers improvements to the NPT, for that
very reason, countries that are either actively engaged in nuclear proliferation or those
wanting to leave open the option for future clandestine programs will simply not sign the
agreement.

Another aspect of international safeguards is that of export controls. Export controls
as part of what is today known as the Nuclear Supplier Group (NSG) and are an attempt
to limit the sale of nuclear-related technology.’* While the NSG is not formally
associated with the 1AEA, the program certainly operates in concert with it. Without
export controls, many technologies and equipment critical to nuclear weapons programs
could otherwise be widely available for purchase on the open market by proliferators. In
accordance with export controls, nation-states are required to ensure materials or
equipment that are able to be employed for nuclear weapons production, cannot be sold

or exported unless specific criteria are met to guarantee that its use will be for peaceful
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purposes. Currently, there are 45 countries party to the NSG.*®> But lack of compliance
and enforcement are the shortfalls of export controls. The United States, for example,
has aggressive export controls but it is possible that some items can slip through its net.
Unfortunately in Europe and Asia, there are many cases of non-compliance.

International agreements and export controls make covert proliferation more
difficult, but they are not a panacea. As for international agreements and associated
IAEA inspections, at best they provide a means for the international community to verify
that a nation-state is in compliance with agreements, and can sometimes detect
undeclared nuclear activities, possibly leading to consequences such as sanctions. At
worst, international agreements merely increase the amount of time that it takes a
proliferator to acquire nuclear weapons. Export controls have certainly made it more
difficult for proliferators to obtain necessary equipment and materials, but as case studies
will later show, they are only as good as are the measures that a specific nation-state
takes to ensure its government and private industry complies with export regulations, and

there have been atrocious examples of turning a blind eye to exports by some countries.

U.S. Nonproliferation Policies and Programs

The United States’ nonproliferation efforts are three-tiered. Specifically they include
programs aimed at eliminating and securing nuclear materials, strengthening safeguard
and verification regimes, and improving enforcement efforts against proliferators.

A prime example of the first aspect of America’s nonproliferation strategy is the
Nunn-Lugar Cooperative Threat Reduction (CTR) program that has made notable
progress in securing and reducing the number of nuclear weapons in Russia.'® Also, for

several years now the United States has worked closely with G-8 countries to secure and
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reduce nuclear materials world-wide. During the 2004 G-8 summit, $20 billion was
allocated to this effort over a ten-year period, with half of the money coming from the
United States to help countries reconfigure their nuclear reactors so they can operate
without the need of weapons-grade uranium and to retrain nuclear scientists and
technicians in countries such as Iraq and Libya."’

Second, the United States is pressing for increased international safeguards and
verifications. An emphasis is placed on the Additional Protocol, which the United States
would like to link with the NSG to only allow exports of nuclear materials to countries
that are party to the protocol. The premise of this American policy is to entice, or
depending on one’s perspective, to coerce countries that operate civil nuclear power
programs to sign the Additional Protocol or else their access to nuclear related equipment
and even uranium reactor fuel could be denied.'® This is a back-door approach to close a
loophole that countries like Iran appear to be using. Iran has chosen not to adopt the
Additional Protocol and proclaims that since it is a member of the NPT, it is therefore
guaranteed access to civilian nuclear power materials and expertise. Iran further asserts
that it has the right to produce its own nuclear reactor fuel by enriching uranium. But the
United States and the international community at large have serious concerns that Iran
not only intends to enrich uranium for nuclear fuel, but that it ultimately plans on
enriching weapons-grade uranium. There is also the belief that Iran may have additional
enrichment facilities that have not been declared to the IAEA.* Without the provisions
of the Additional Protocol, the IAEA is not allowed to inspect suspicious, undeclared
locations. If the American proposal to link international nuclear assistance with the

Additional Protocol takes seed, it could make nuclear proliferation more difficult.
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The purpose of the third component of America’s nonproliferation strategy is to
improve enforcement against proliferators. This avenue includes methods to better
international cooperation in identifying and interdicting efforts by proliferators
attempting to obtain nuclear materials. The Proliferation Security Initiative (PSI) is a
prime example of this approach, where the United States works in concert with other
countries to enforce national and international agreements, to include tracking suspected
exports and intercepting them before a proliferator acquires them.?’ The PSI program
proved to be a success when many tons of nuclear equipment was confiscated en route to
Libya in 2003. Additionally, Security Council Resolution 1540, sponsored by the United
States and subsequently passed by the Council in 2004, extends this principle by
forbidding any nation-state to assist a non-state actor in the acquisition of weapons of
mass destruction materials and technologies.?

United States policy includes another aspect with enforcement in regard to nuclear
proliferation--preemptive actions, to include military attacks. The President’s 2006
National Security Strategy states:

If necessary, however, under long-standing principles of self defense, we
do not rule out the use of force before attacks occur, even if uncertainty
remains as to the time and place of the enemy’s attack. When the
consequences of an attack with WMD are potentially so devastating, we
cannot afford to stand idly by as grave dangers materialize. This is the
principle and logic of preemption. The place of preemption in our national
security strategy remains the same. We will always proceed deliberately,
weighing the consequences of our actions. The reasons for our actions will
be clear, the force measured, and the cause just.?
This relatively new American policy and its impact with regard to future proliferation

will be addressed in more depth later. But with the lrag War in 2003, however

controversial, America’s preemptive war doctrine was undeniably executed.
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As with many programs within a government as large as that of the United States, no
one agency is solely responsible for nonproliferation. Some nonproliferation programs
reside almost exclusively within a single department, for example, the role of diplomacy
rests primarily with the State Department. But as is more often the case, nonproliferation
programs are spread across several agencies and departments--the critical role of
intelligence is a fine illustration of this aspect, as many governmental organizations
contribute to American nuclear proliferation intelligence.

Nonproliferation programs within the United States are buttressed with intelligence.
Effective intelligence is essential for a wide range of nonproliferation activities, from
identification of countries attempting to covertly develop nuclear weapons programs to
finding suspected exporters that are assisting with such programs.

As a result of intelligence failures following Operation IRAQI FREEDOM, President
Bush inaugurated a new cabinet post with the goal of improving the coordination and
quality of the various intelligence agencies and departments. The new agency under the
Director of National Intelligence (DNI) also has a proliferation directorate, the National
Counter-proliferation Center, to perform intelligence coordination and analysis in that
vital area.”® But since the DNI does not enjoy overall control of the many agencies and
departments involved in nonproliferation, there are limits in the degree of cooperation
between organizations.

Switching from the intelligence aspect of national security to that of
nonproliferation, it must be noted that no individual below the President of the United
States has sole authority for nonproliferation programs, therefore, unity of effort can be

problematic. One department could find an innovative method to detect uranium
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proliferators, but its efforts might be meaningless if the agencies or departments that are
charged with active intelligence gathering do not adopt the idea and budget for it. This is
not to say that cooperation does not exist in the nonproliferation arena, however. To be
sure, the many organizations and agencies involved with intelligence and
nonproliferation do cooperate and coordinate their activities with each other. But without
a hierarchical structure headed by single individual responsible for all activities within a
specific area, such as nonproliferation for example, as well as having the authority that a
centralized budget can provide, there undoubtedly will be limitations with the current
construct.

Of the departments whose budgets are transparent, the Department of Energy (DOE)
has the largest nonproliferation budget. For 2006, DOE’s budget included $1.6B
appropriated for nuclear nonproliferation.’*  Other agencies with nonproliferation
responsibilities and corresponding budgets include the Department of State and the
Department of Defense, each funded for roughly $410M and $416M, respectively, for
Fiscal Year (FY) 2006.” The DOE office charged with developing technologies to
detect, locate, and analyze foreign nuclear fuel cycle components is called the Office of
Nonproliferation Research and Development, or “NA-22" for short.*® The budget for
NA-22 for FY05 and 06, and proposed for FY07 is $220M, $319M, and $269M,
respectively. While the monies allocated to nonproliferation programs such as NA-22 are
not trivial, they also are not a large amount when considering the importance and
complexity of their mission.

When looking deeper into the difficult task of discovering technologies and methods

to find clandestine uranium enrichment, DOE assessed that its progress was only three
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percent complete toward its end state during 2005, with a goal of program completion in
2016.”” The complexity of this undertaking is no doubt a contributing factor to the
extended timeline for attaining a capability to detect covert uranium enrichment
programs. Yet, it begs the question of what is the realm of the possible if more resources
were focused on the technical challenges with this critical program.

Despite the best efforts from the international community and by countries such as
the United States, some nation-states will make every attempt to develop a nuclear
weapons program. Only by understanding how they do it can approaches be developed

to stop or delay proliferators as long as possible.

Ways to Acquire Nuclear Weapons

Simply stated, there are three ways for an emerging proliferator to obtain nuclear
weapons: they can steal them, buy them, or produce indigenous nuclear weapons
themselves.

There are no known instances of stolen or purchased nuclear weapons from an
existing nuclear power, but there are concerns with both of these possibilities. This is the
case with the FSU countries that have abundant nuclear material, and with Russia in
particular, that has an ample stockpile of nuclear weapons with less than ideal security.?®
The United States has several programs to assist these countries in securing their nuclear
weapons to mitigate this problem.”® While these programs certainly make it more
difficult than it would otherwise be for an entity to get a nuclear weapon, they cannot
provide fail-safe guarantees against proliferation. Recently, Georgian officials claim that

a Russian citizen attempted to sell a few ounces of highly enriched uranium to Islamist
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extremists. The amount of uranium was not nearly enough to make a bomb, but this
event was a very troubling scenario nonetheless.*

Buying or stealing a nuclear weapon may achieve the objectives of a non-state
extremist group wishing to use the device as a terror weapon, but it would not likely
accomplish the goals of a nation-state that desires a genuine nuclear weapons capability.
To be taken seriously as a nuclear power, a country must have a sustainable nuclear
program.

Mastering the nuclear fuel cycle is the basis for developing nuclear weapons. This
can be done by following either the plutonium or uranium route, or in several cases,
simultaneously pursuing both routes.®* Fortunately, neither is an easy path to follow.
Despite the challenges, several nation-states have strived to develop fission nuclear
weapons.® It is a hard choice for a proliferator to decide which route, either plutonium
or uranium, that it should follow as its best means for nuclear weapons. An anonymous
scientist once stated “the easiest route to a nuclear device is the opposite from which they
pursued.” Either trail they chose will certainly be rock strewn with many hills and
valleys.

There are advantages with the plutonium route. First, a plutonium device requires
less material to achieve a nuclear yield than that of uranium.** Producing either
weapons-grade plutonium or uranium is an expensive, highly technical, and time-
consuming effort, so there are incentives in selecting a method that requires less material
to develop a fission weapon, namely, using plutonium. Hand-in-hand with requiring less

material than a uranium-based weapon, plutonium bombs can produce a greater yield

18



than that an equivalent amount of uranium because of its increased efficiency during
detonation.>*

Yet, there are several challenges with a plutonium nuclear weapons program. A
prerequisite for a nation-state wanting to develop a plutonium nuclear weapons capability
is that it must have an operational nuclear reactor. This is because plutonium is not
indigenous to the earth; it is a man-made element. Plutonium, specifically the isotope
plutonium-239, can only be obtained by chemically extracting it from used nuclear fuel.*®
The international community recognized the high proliferation potential of nuclear
reactor technology with the implementation of the safeguards associated with the NPT in
1970. Since then, reactor technology and expertise has largely been provided only to
countries that are parties to safeguards designed to minimize the likelihood of using the
spent reactor fuel for nuclear weapons, although there have been exceptions where
nuclear reactor assistance was not carefully controlled.

Historically, several countries selected the plutonium route as their primary path to
nuclear weapons, to include India and Israel, whereas others pursued the plutonium and
uranium paths simultaneously, such as the United States, the Soviet Union, France and
the United Kingdom. For these countries, plutonium was the ideal path toward nuclear
weapons because of the availability of nuclear reactor technology, material, and
expertise. Another contributing reason that these countries preferred plutonium was that
until 1970, international protocols to curb the spread of nuclear weapons technology were
almost entirely absent. In fact, most of the countries that went with the plutonium route
did so before the 1970 implementation of the NPT, probably because today’s verification

and safeguard regimes are generally effective in addressing the plutonium route, in
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addition to the difficulty of covertly developing and operating a nuclear reactor. Since
1970, North Korea and India stand out as the only countries to develop their initial
nuclear weapons capability via the plutonium route.*®

Invariably, proliferators today will be members to the NPT, as the only countries in
the world today that are not members to the NPT already have nuclear weapons, or in the
case of Israel, are assumed to. So this leaves the clandestine proliferator “want-to-be”
with three options. They can either attempt to operate a nuclear reactor outside of current
international nonproliferation verification regimes knowing that it will not be easy since
nuclear reactors are difficult to hide from prying eyes, they can withdraw from the NPT
and face possible international consequences, or finally, they can attempt the uranium
route.”’

Emerging proliferators appear to now favor the uranium path because it too has
advantages over the plutonium method. Most prominently, a nuclear reactor does not
play any role in development of a uranium-based weapon. As detailed earlier, the
international community appears to be doing a reasonably good job of safeguarding the
transfer of reactor technology and implementing verification regimes to keep a tighter lid
on proliferation stemming from nuclear reactors. With the uranium path, this aspect with
reactors is entirely absent. Also, natural uranium is available in many parts of the earth
and while the process of refining the uranium to the point where it can be weaponized is
very complex, the raw element of uranium is not difficult to acquire. An additional
reason why proliferators may go down the uranium route is that some methods of
uranium enrichment are well-suited for a clandestine program. Finally, it is easier to

assemble a nuclear weapon using uranium than that of plutonium. During World War 11,
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American scientists were so confident that its first uranium weapon would work, that it
was not even tested before being used operationally over Hiroshima on August 6, 1945.%
Once a country has mastered the ability to enrich uranium, everything else is downhill
from there.

There are a number of countries that recently used uranium for their nuclear weapons
programs. South Africa and Pakistan selected uranium as their nuclear material of choice
in their successful weapons programs.® Several other countries also used uranium before
they ceased their programs, such as Argentina, Brazil, and South Korea.** Iran continues
on its journey toward enriching uranium. It should also be noted that while North Korea
derived its nuclear weapons capability via the plutonium route, it was North Korea’s non-
compliance with the “1994 Agreed Framework” after American accusations about its
undeclared uranium enrichment program that led to the confrontation between the United
States and North Korea in 2002.** Recently, American officials decreased their
confidence in the 2002 assessments on North Korea’s enrichment program; nevertheless,
it was their alleged uranium enrichment program that led to America’s hard-line approach
with North Korea.*

The next chapter focuses on the uranium nuclear fuel cycle, but in no way does the
emphasis on the uranium path minimize the importance of dealing with issues related to
the plutonium route. The latter is merely beyond the purview of this study. The spotlight
on the uranium route is because it appears to be the preferred nuclear material for

clandestine proliferators.
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Chapter 3

The Uranium Nuclear Fuel Cycle

A specific isotope of uranium, U-235, is the key to developing a uranium-based
nuclear weapon.® Under the right conditions, when U-235 is bombarded with neutrons, it
begins a super-critical nuclear chain reaction capable of producing great energy.

It is a difficult challenge for proliferators to obtain the all-important U-235. Very
little U-235 exists in natural uranium found on the earth. In fact, U-235 constitutes only
0.72 percent of natural uranium ore.> To build a uranium-based nuclear weapon, the
concentration of U-235 must be significantly increased, or “enriched,” in order to provide
an adequate ratio of the fissile material to achieve super-critical mass, resulting in a
nuclear yield. Although there is no magic number for the required level of uranium
enrichment for a weapon, ideal U-235 concentrations are about 90 percent.® If the U-235
is enriched to 90 percent, roughly 15 kilograms (kg) are required to achieve a super-
critical mass. Significantly more material is required for a nuclear yield at lower
fractions of enrichment, adding more weight, size, and complexity to the weapon design.*
Yet, obtaining even a modest 15 kg of highly enriched uranium is a tremendous challenge

for a proliferator.
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Obtaining and Processing Natural Uranium

The first step is to procure natural uranium. The earth has sizable reserves of natural
uranium ore. The composition of natural uranium in the earth’s crust is comparable to
that of tin; uranium is about 40 times more prevalent than silver.> Just like many other
elements found in the earth, only a portion of uranium is economically recoverable, but
for the foreseeable future, there will be no shortages of the earth’s natural uranium
supply.®

Mining uranium is similar to that of coal and is relatively simple to accomplish. If a
country is blessed with economically recoverable uranium resources, the ore can be
mined without outside assistance. Case in point, Iran has several uranium mines, one of
which is said to be capable of producing 132,000 tons of uranium ore. Despite
international consensus that does not want Iran to enrich uranium, short of bombing
Iran’s mines, there is nothing that can be done to prevent them from extracting their own
resources.” For countries that want to hide their uranium activities, some methods would
be quite visible to aerial reconnaissance like that of “strip mining,” but other forms such
as “in situ leach” mining are more difficult to detect.?

Not every country has economically recoverable uranium. For these countries, there
are options to buy uranium ore, either on the open markets that are loosely monitored by
the IAEA, or covert purchases through private contracts. The degree of IAEA
verifications that a specific country is subject to varies by which agreements it has
signed. Countries that are only a party to the basic provisions associated with the 1970

NPT do not need to declare uranium mining activities and purchases, while those
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countries that adopted the Additional Protocol must report such activities and are subject
to IAEA inspections.

A proliferator that lacks their own reserves would need to covertly purchase natural
uranium ore. But intelligence agencies of several countries undoubtedly are on the look-
out for under-the-counter export of natural uranium. The alleged sale of processed
uranium ore from Niger to Irag was one of the reasons cited by the United States as
evidence that Iraq was pursuing a nuclear weapons program prior to the 2003 Iraq War.
It was later established that Niger had not recently exported uranium to Iraq and that
America’s intelligence analysis was flawed.® The behind-the-scenes acquisition of
uranium is watched as closely as possible, and while in the Niger case incorrect
conclusions were drawn, it shows that it may be difficult for a proliferator to buy uranium
on the sly, yet nothing is impossible.

After the uranium is mined or procured abroad, it must be milled into what is
commonly called “yellowcake.” Yellowcake is not enriched--it is simply crushed and
concentrated uranium. Yellowcake is the form of uranium that it is most often sold
abroad. The final step before uranium enrichment can begin is to convert the yellowcake
into a form that can be put through various enrichment methods. The most common is to
convert the yellowcake into “uranium hexafluoride” or UF-6, which is used in several of

the enrichment processes.

Uranium Enrichment

There are many techniques that a proliferator can select from to enrich uranium. As
mentioned earlier, none of the methods to enrich uranium are easy; in fact, all are

complex, though some are harder than others to accomplish. The reason for the
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complexity involved with uranium enrichment is that it is difficult to separate the
miniscule amounts of the highly-sought after and fissile U-235 from the bulk of natural
uranium, the non-fissile U-238. The chemistry of the different uranium isotopes are
almost identical, so mainstream chemical processes cannot separate the isotopes. Instead,
other aspects of the isotopes must be exploited to separate the U-235 from the U-238,

such as by differences in the isotope’s mass and size.*

Electromagnetic Isotope Separation

The first method used to enrich uranium on a significant scale was developed by the
United States as part of the Manhattan Project during World War 11, and became known
as the Electromagnetic Isotope Separation (EMIS) method. This technique uses electric
“calutrons” to magnetically separate U-235 from U-238. This process in conjunction
with other methods produced all of the uranium for the world’s first uranium nuclear
bomb, Little Boy. Of note, the Soviet Union’s initial means to enrich uranium used EMIS
as well.**

In short, the EMIS process takes heated uranium ions and propels the gas through a
magnetic field that bends its path 180 degrees. The U-235 molecules, being slightly
lighter than the more prevalent U-238, will have a tendency to bend in a tighter radius
than the U-238 molecules, thus providing a means to separate the U-235.? It sounds
easier than it actually is, as the EMIS method is a messy and delicate process, as it
requires a careful balance of the right amount of amperes to the calutrons to create the
conditions to separate the uranium isotopes, but not so much power so as to cause hot

spots or sparking. Even with ideal operations, invariably the calutrons will incur damage

over time, requiring heavy maintenance. lonized uranium is also very corrosive and it is
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difficult to remove from the accumluators in the calutrons, so the machines must be
shutdown periodically for uranium deposit removal and cleaning. Therefore, calutrons
have significant downtime during uranium enrichment.*®

EMIS is a very inefficient way to enrich uranium. Only a small amount of U-235
can be separated with each pass through the magnetic field. It took over 1,000 calutrons
operating for about one year at a cost of about 5 billion dollars for America’s initial effort
to obtain enough uranium for a single weapon during 1944-5.* The downtime of the
calutrons for uranium collection and maintenance resulted in a painfully slow process to
highly enrich uranium. Calutrons are also energy-hungry. During the latter years of
World War 11, the uranium enrichment methods employed at Oak Ridge, Tennessee, used
one-seventh of America’s total electricity, with a substantial amount of the energy
powering the calutrons.® Today with improved technologies, there could be increased
efficiencies with EMIS than was the case during World War 11, but nevertheless, EMIS’s
inherent processes require significant amounts of energy to produce sizable quantities of
enriched uranium.

Because of its inefficiencies and tremendous power consumption, it was thought that
EMIS was obsolete. But after Operation DESERT STORM, inspectors were surprised to
learn that Iraq had developed their own calutrons and had made notable progress with
enriching uranium, thus EMIS continues to be a possible means to enrich uranium, albeit

an inefficient one.

Gaseous Diffusion

Another early method of enriching uranium used the gaseous diffusion process. This

technique pumps uranium hexafluoride (UF-6) through a large system of specially
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designed porous barriers. The lighter U-235 molecules pass through the barriers faster
than the U-238 molecules, thereby separating the isotopes.’® But there are complexities
with this method as well, as each barrier only slightly enriches the amount of U-235. To
get the U-235 to about 90 percent enrichment, it could take up to 3,000 stages.” Also,
the holes in the barriers through which the UF-6 passes, must be minutely small making
the barriers difficult to produce, in addition to the fact that UF-6 is corrosive to most
metals, as Iraqi scientists discovered when they briefly pursued the gaseous diffusion
method.™®

Many countries have successfully used the gaseous diffusion method to enrich
uranium, including Russia, China, the United Kingdom, the United States, and France. In
fact, for the three decades following World War 11, gaseous diffusion was the most
commonly used technique for uranium enrichment. As recently as 1980, approximately
95 percent of the world’s uranium enrichment was accomplished with gaseous
diffusion.’® But while it has a long track record of success, gaseous diffusion is energy
inefficient and requires a lot of capital to enrich uranium, hence its almost exclusive use
by only the most developed countries of the world.®® The costs of the barriers,
compressors, piping and the construction of the facility itself are immense. So while the
gaseous diffusion method has produced vast quantities of highly enriched uranium in the
world, it is unlikely that a proliferator would choose this means, because of its cost,
energy demands, and the difficulty in hiding such a large undertaking from other
countries.”r  But this technique cannot be wholly discounted either, as Argentina

demonstrated that it could covertly construct a gaseous diffusion plant in the late 1970s.%
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Aerodynamic Separation

Another way of enriching uranium involves aerodynamic methods. The principle
behind the aerodynamic approach is to introduce UF-6 into a hydrogen gas stream, and
then to force the gas into a specially designed nozzle that aerodynamically separates the
lighter U-235 from the heavier U-238, albeit in very small quantities, thus requiring a
large number of stages and cascades to enrich the uranium to weapons-grade levels. This
idea was theorized as early as World War Il by British scientists, but at the time it was
thought that aerodynamic isotope separation was unsuitable for large-scale operations.”®
It was not until the German scientist, E.W. Becker, perfected the “separation nozzle”
technique that it became apparent that an aerodynamic method was a viable approach to
enriching uranium. Germany later cooperated with a Brazilian company to further this
effort. To date, the original “separation nozzle” method has not yielded a nuclear
weapon, however, South Africa designed a derivative method called the “advanced
vortex tube process” that proved successful.?*

This method resembles gaseous diffusion in the sense that it requires a lot of energy
to compress the gas through the nozzles, and it is probably even a bit more inefficient
than that of the former. This is because the UF-6 is highly diluted into a hydrogen carrier
gas, requiring many stages and much time to obtain significant quantities of highly
enriched uranium.? Proliferators may be hesitant to select this technique due to the
enormous power consumption that it requires. Yet as highlighted above, South Africa

successfully used this process for its nuclear weapons program.
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Gas Centrifuge

The gas centrifuge appears to be the most popular method amongst nuclear weapons
proliferators today. This technique uses centrifugal forces to separate the UF-6 by
molecular weight. Although centrifuges were used in scientific laboratories for more
than a hundred years, it was not until post-World War Il Germany made improvements in
the size, speed, and efficiency of centrifuges that isotope separation became a possibility.
With centrifuges, the rotor spins very fast, making the heavier U-238 move towards the
outer wall of the device while the lighter U-235 that is not as close to the wall, is scooped
out of the rotor.?® Just like the other methods, the amount of enrichment in one pass
through a centrifuge is very slight, thus hundreds or thousands of centrifuges arranged in
stages and cascades are required to sufficiently enrich uranium to weapons-grade levels.?’

The gas centrifuge technique has attributes that make it attractive for both
clandestine and overt uranium enrichment programs. The electric motors of the
centrifuges have relatively low power demands compared to other enrichment methods;
centrifuges are perhaps 20-30 times more efficient than that of gaseous diffusion in terms
of separative capacity. Second, while the hundreds to thousands of centrifuges require
considerable space to house them, the facilities need not be as expansive as that needed
for EMIS or gaseous diffusion.?®

Yet successful operation of gas centrifuges is a demanding task. Since only high-
speed centrifuges are effective in separating uranium isotopes, special materials must be
used in the construction of the rotors and other key components in addition to complex
processes such as electron beam welding to name only one. There are also challenges
with controlling resonances at certain frequencies of operation, along with ensuring that

centrifuges are leak-proof and able to withstand the corrosive UF-6.2° Another aspect
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with centrifuges is that the dangers of their use for nuclear proliferation were apparent
shortly after its invention and centrifuge technologies were appropriately classified.*
Centrifuge components therefore have tight export controls, and the combination of the
necessary knowledge and required material makes it difficult to develop a centrifuge
program from scratch. However, proliferators can overcome these difficulties with
outside help, as was the case with the A.Q. Khan network and the Iraqi centrifuge

program prior to Operation DESERT STORM.*

Other Methods of Separation

There are additional techniques to enrich uranium but that have thus far not been
used on an industrial scale. For example, lasers have successfully separated U-235 from
U-238 in the laboratory. There are several enrichment methods using lasers, with the
atomic-vapor laser isotope separation (AVLIS) technique seemingly being the most-
researched.®* The technical challenges of using lasers to enrich uranium are immense.
Many countries have experimented with laser enrichment methods, ultimately
terminating their programs, to include the United States, Japan, France, United Kingdom,
and Germany.® Yet some countries, Iran being one, continue to explore this technique.

Chemical and ion exchange methods also can separate uranium isotopes using
complex processes. This method requires a large uranium input with a long equilibrium
time for a relatively low enrichment rate. It is considered a poor method of enrichment

with little possibility of attaining highly enriched uranium.*

Comparison of Enrichment Methods

Perhaps the most encouraging aspect with nonproliferation is that to date, there does

not seem to be a easy way to enrich uranium. It has been over 60 years since the
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Manhattan Project successfully enriched U-235 to about 90 percent, yet it appears that
there are no technological breakthroughs that permit easy separation of uranium isotopes.
Table 2 shows the key uranium enrichment methods and evaluates each through the

eyes of a proliferator.

Table 2. Comparison of Enrichment Methods

Method Degree of | Difficulty to | Efficiency Speed of
Complexity Conceal of Method | Enrichment
EMIS Medium High Low Slow
Gaseous Hard High Low Slow
Diffusion
Aerodynamic | Medium Medium Low Slow
Separation
Gas Hard Medium Medium Medium
Centrifuge
Laser Very Hard Low Low Medium
Chemical/lon Hard Medium Low Very Slow
Diffusion

Source: Derived from Allan S. Krass, et al, Uranium Enrichment and
Nuclear Weapons Proliferation (Stockholm, Sweden: Stockholm
International Peace Institute, 1983), 19; and Robert F. Mozley, The
Politics and Technology of Nuclear Proliferation (Seattle: University of
Washington Press, 1998), 125.

No technique stands out significantly above that of others, as each has trade-offs.

From a proliferator’s perspective, the decision will probably come down to which

technologies it has the best access to in terms of equipment and expertise.

Weapon Production

As was described earlier, nuclear weapon construction using uranium is simpler than
that of plutonium-based weapons. This is because plutonium weapons must be imploded

to achieve super-critical mass requiring advanced use of conventional explosive to ensure
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the plutonium mass is quickly and evenly compressed. Uranium weapons, however, can
be detonated one of two ways. Sub-critical uranium masses can be compressed just like
plutonium, or more significantly, uranium weapons can be assembled using the so-called
“gun-type” method.*® The gun-type method, while not as efficient as the compression
method, nonetheless is a very reliable technique of producing a nuclear detonation. In
essence, the gun-type design has the uranium masses divided into two pieces. One part,
the “target,” and the other, the “bullet,” is positioned in a gun barrel with a high explosive
charge. When the device is fired, the uranium bullet slides into the target, and if done
properly, the now single uranium mass will immediately begin a nuclear chain reaction.*®
Basic gun-type method theories are available via open source. To recall the American
experience with its initial uranium weapon, Little Boy, a test was not deemed necessary as
the scientists were very sure that the method would work. This makes the uranium route
that much more complicated for intelligence services, because a country that goes down
this path need not test a weapon in order to have reasonable confidence that it will work.
South Africa had a nuclear weapons capability for more than a decade, yet may have
never tested a weapon.®” The bottom line is if a country can enrich uranium, everything

else after that is downhill.

Notes

! An isotope is the sum of its atomic number (the number of protons) and the number
of neutrons in an element. The element of uranium has an atomic number of 92 with U-
235 having 143 neutrons (92 protons plus 143 neutrons equals the isotope 235). U-235
and 233 are the only fissionable isotopes of uranium (reference endnote 31 in Chapter 2
for more information pertaining to U-233). Allan S. Krass, et al, Uranium Enrichment
and Nuclear Weapons Proliferation (Stockholm, Sweden: Stockholm International Peace
Institute, 1983) 1-4.

2 Natural uranium ore mined from the earth has only 0.72 percent of the fissile
isotope U-235. Uranium-238 constitutes the bulk of the earth’s uranium ore at 99.27
percent, with U-234, a non-fissile isotope, making up a mere 0.006 percent. National
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Chapter 4

Case Studies

When looking at nation-states that concentrated on uranium enrichment for their
nuclear weapons programs, five countries standout as great examples to draw lessons
from: South Africa, Irag, Pakistan, Libya, and Iran. For each case study, a brief
description is offered as to why they desired nuclear weapons, followed by how they
chose to enrich uranium, then the degree of effectiveness that the United States achieved

in monitoring their program, and finally lessons that can be drawn from each example.

South Africa

South Africa is good case to analyze, as it was a country that successfully developed
an operational nuclear weapons capability without direct assistance from the major
nuclear powers...then later elected to unilaterally dismantle its nuclear weapons.

Post-World War Il South Africa operated outside of international norms with its
Apartheid policies, and while not in the same league as that of Iran or North Korea today,
South Africa was increasingly viewed by the West as a pariah by the 1970s. In addition
to its flawed internal policies, South Africa encountered strife in the region. The southern
areas of the African continent were destabilized with conflict after Portugal’s rapid
departure from Angola and Mozambique in 1975. South Africa also found itself

militarily engaged in Angola, fighting well-supplied Communist forces that included
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50,000 Cuban soldiers. With the Soviet Union actively supporting several insurgencies
in the region, the United States initially supported the South Africans economically and
militarily.® The Cold War had spread to the African continent and South Africa was
caught in the middle of it.

But American support eventually dried up due to South Africa’s racial internal
policies, especially after President Carter assumed office. South African leaders then
became increasingly concerned that its isolation could make it a victim of the Cold War
and of Soviet-sponsored aggression without any assistance from the West.? South
Africa’s reclusive nature along with regional instability led its leadership to a conclusion
that South Africa required nuclear weapons as a deterrent, albeit with an unusual twist.
South Africa’s leadership believed that a proxy war led by the Soviet Union on South
African territory was a distinct possibility. The South African leaders knew that only the
United States could protect them in this scenario, thus they wanted a means to get
America’s undivided attention if such a situation became an eventuality, despite
Apartheid. They believed that a solution for this possible future crisis would be to
conduct a well-timed test of a nuclear device. This, they thought, would likely entice the
West and especially the United States to come to their rescue before conditions worsened
to the point that a nuclear weapon might be operationally used in the region.®

From the time that South Africa’s leaders determined that they wanted nuclear
weapons, it only took them seven years to build their first device.® To be sure, South
Africa had the raw material to start a nuclear weapons program. In the 1970s, indigenous
mines in South Africa made it one of the world’s largest exporters of yellowcake.> South

Africa also had the benefit of several years” worth of nuclear expertise given to them by
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several countries before it became a pariah by the mid-1970s. Under the Eisenhower
Administration’s “Atoms for Peace” program, the United States built South Africa’s
SAFARI-1 nuclear research reactor, thereby providing their scientists with valuable
experience and knowledge.® The CIA was also convinced that limited nuclear
cooperation occurred between South Africa and another proliferator of the 1970s, Israel,
although the connection remains unclear to this day.” Nonetheless, with South Africa’s
refusal to sign the Nuclear Non-Proliferation Treaty (NPT), peaceful atomic assistance
from the nuclear weapons countries, to include the United States, vanished. That
certainly made it more challenging for South Africa’s scientists, but it did not prevent
them from successfully completing their mission.

As was briefly discussed in Chapter 3, South Africa selected an aerodynamic
approach to enriching uranium. Although the German scientist E.W. Becker is credited
with developing the separation nozzle method, the South African’s refined the technology
to what became known as the “advanced vortex tube process.” The South African
nuclear scientists likely learned from Becker’s work from published, open sources.
Indeed, several aspects of Becker’s separation nozzle were published in unclassified
documents. David Albright, the President of the Institute for Science and International
Security, also argues that the incredible skill and initiative of the South African nuclear
scientists and technicians were important assets, along with the fact that they had
adequate funding to solve tough problems through trial and error.? As it turned out, the
increasingly stringent export controls placed on South Africa in the 1970s did not
significantly hinder their ability to enrich uranium. After South Africa gave up its

nuclear program in the early-1990s in conjunction with the fall of Apartheid, the IAEA
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inspectors were surprised by the low-levels of technology that South Africa was able to
successful employ in its quest for nuclear weapons.” The South Africa example
underlines that nuclear expertise does not only reside within the most developed countries
and that ingenuity can supersede the effectiveness of export controls.

Specific details of South Africa’s nuclear weapons program were successfully
hidden from the nuclear powers at the time, although it was highly suspected that the
South Africans were eyeing nuclear weapons.'® This was largely because South Africa
chose not to sign the NPT, which was a clear signal that they probably had nuclear
ambitions. President Carter correctly recognized South Africa’s nuclear proliferation
desire shortly after assuming office, and that, combined with his concerns of human
rights violations by the Apartheid government, resulted in termination of all American
nuclear assistance to South Africa.* The first clear signal that the South Africans were
serious about developing a nuclear capability was when a Soviet reconnaissance satellite
spotted South African preparations in 1977 for an underground nuclear test in the
Kalahari Desert. The Soviet Union quickly informed the United States about what they
had detected and the United States subsequently pressured South Africa not to conduct a
nuclear test, although it was later determined that their program probably was not ready
for prime time at that juncture.®> Regardless, from this point forward, the United States
kept a closer eye on South Africa. A declassified CIA document from 1984 indicated
that South Africa had the capability to produce several nuclear weapons on short-notice.*®
By this time, the CIA’s assessment was spot-on.

As alluded to earlier, after obtaining a limited nuclear deterrent for perhaps a decade,

South Africa’s leaders decided to give up, or “roll-back” its nuclear weapons program.
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This decision probably was made as a result of several factors, including a resolution of
its external threats in the region along with the eventual collapse of the Soviet Union, a
change in the presidency, a realization that its internal apartheid policies were corrupt,
and perhaps a desire to return to the international community.* Pressure from the United
States and others contributed to South Africa’s decision, but one will never know if South
Africa would have rolled-back its nuclear program if other factors did not present
themselves as well, especially that of regional stability and a change in leadership.
Several conclusions can be drawn from the South African case study. The first is
that if a country has skilled scientists, adequate capital, and a strong will to develop
nuclear weapons, it can do so in a relatively short time. For South Africa, it only took
seven years from development of an enrichment capability to having a weapon ready for
possible use. In addition, South Africa was able to successfully pioneer a derivative
approach to the aerodynamic method of uranium enrichment, ultimately making it more
efficient than E.W. Becker’s initial design. It would be troubling indeed if alternative or
perhaps better methods of uranium enrichment could be discovered from a relatively
small number of resourceful scientists in a developing country seeking nuclear weapons.
Also, the South African example highlights the limitations of export controls, which the
South African scientists were able to circumvent through innovation. Finally, when a
country’s policies are contrary to international norms, sanctions tend to have little effect
on its behavior, and in fact can further solidify a nation-state on its current course, as was

the case of South Africa.
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Iraq

Iraq is an excellent example of a country whose leadership, Saddam Hussein,
desperately wanted nuclear weapons and attempted to enrich uranium with almost every
possible method, but was in the end, unsuccessful. Also, the aspect of waging
preemptive war against clandestine nuclear weapons proliferators is highlighted with the
Iragi case study.

Saddam Hussein had several motives behind his desire to acquire nuclear weapons.
Foremost, he wanted “the bomb” for prestige reasons--for his personal stature and for that
of Irag as well. Nuclear weapons would cement Saddam as the leader of the most
powerful country in the Middle East. Second, nuclear weapons could have provided
Saddam with a means to deter Iraq’s adversaries, especially his bitter enemy to the east,
Iran, of which had an off-and-on history with pursuing nuclear weapons itself. Nuclear
weapons could also deter the United States. Saddam had a complicated perception of the
United States that ranged from a long-term desire to be an ally of sorts with America, to
seeking out opportunities to confront the world’s only superpower. Nuclear weapons
would certainly have helped with the latter, potentially even preventing direct American
attacks against Iraq.”

Initially, Iraq was primarily interested in the plutonium route for its nuclear program
with the French-built Osirak reactor. But before the Osirak reactor was operational, it
was destroyed by an lIsraeli preemptive attack in 1981. After the attack, Irag hoped to
rebuild the Osirak reactor or to buy another one. lIragi leaders decided to also pursue the
uranium route in parallel. By the late-1980s, there was little hope of Iraq getting its

reactor program going again, so it shifted exclusively to uranium enrichment.’® The
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Israeli attack can be viewed in two veins. First, it was incredibly successful in preventing
Iraq from developing a means to obtain weapons-grade plutonium and it delayed
Saddam’s overall nuclear program by many years. Conversely, while a delay in Irag’s
nuclear program was a better outcome than allowing it to continue unabated, the Israeli
strike was merely that...a single wallop...that did nothing to curtail Saddam’s intention
to develop a nuclear weapons capability. Perhaps the attack may have even hardened his
desire to acquire nuclear weapons. Nevertheless, with the advantage of hindsight,
Israel’s raid on the Osirak reactor was a tremendous success. It provides a great
illustration of how a small-scale attack can have a significant effect on a country’s
proliferation efforts.

The Iragi uranium enrichment program tried almost every method of enrichment,
including chemical diffusion, laser separation, gaseous diffusion, electro-magnetic
isotope separation (EMIS), and centrifuge separation.’” The latter two methods were the
most promising in the Iragi nuclear program and deserve attention.

After more effective uranium enrichment methods were devised, EMIS was thought
to be of little risk for proliferation. As explained in Chapter 3, EMIS was quite
inefficient and required substantial energy to operate. Those factors, along with the
“Atoms for Peace” program sponsored by President Eisenhower that envisioned a more
constructive role for atomic research than that of weapons programs, led to the
declassification of parts of the United States’ EMIS program and other aspects of the
Manhattan Project.® Khidhir Hamza, one of the scientists of the Iragi nuclear weapons

effort later said of the documents that were provided to Iraq in 1956: “l was sure that if
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the U.S. officials knew how valuable its Manhattan Project reports would be to us years
later, they would have kicked themselves.”*

More troubling was that the United States did not know of Irag’s EMIS program, that
is, until after an Iragi defector came forward in 1991.° The Al Tarmiya EMIS facility
was considerable in size, measuring about 800 x 1000 meters, and it was observed by
American reconnaissance assets.”* But, the facilities purpose was unknown. Al Tarmiya
was bombed during Operation DESERT STORM, although it is a mystery as to why it
was targeted by American strike planners--perhaps it was attacked as an economic or
industrial target of opportunity during the air campaign. Nevertheless, after the conflict
and armed with key information from an Iraqgi defector, the IAEA found the facility to be
part of a fast-paced EMIS program capable of eventually producing weapons-grade
enriched uranium.?* Iraq’s EMIS was on the right track towards achieving their objective
as IAEA inspectors found trace quantities of uranium enriched up to 40 percent.?®
Inspectors also discovered that deception was inherent in the design of the facility. For
example, the power grid was buried underground, apparently to hide the significant
energy required for the facility, a key signature associated with the EMIS method.?*
EMIS not only proved to be an effective, albeit inefficient, means to enrich uranium.
Had Saddam Hussein not taken his dangerous gamble of invading Kuwait in 1990, in
several years time he might have had enough enriched uranium for a small nuclear
deterrent, and perhaps enough of one to prevent American-led military actions against
Iraq.

The second-tier effort of the Iraqis’ uranium enrichment effort was its centrifuge

program. As detailed in Chapter 3, the technologies for the advanced gas centrifuges
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were classified since its inception because the risks of proliferation were apparent even
then. Yet, the Iragi scientists proved that without indigenous experience with centrifuge
technology, they were able to at least get the program off the ground with outside
assistance. Dr. Mahdi Obeidi, the chief scientist for the Iragi centrifuge program,
detailed how they were able to accomplish this notable feat. Of prime importance to the
Iragis were technical advice and knowledge on how to build a centrifuge system. Iraq
successfully bribed European centrifuge experts, mostly from Germany, to gain the
necessary knowledge and materials to assemble their program.* Some of the scientists
that committed the most damaging illegal exports to Iraq died before they could be
prosecuted, except for one of the Germans that aided the Iraqgis centrifuge efforts who
was tried and convicted, but received a light sentence.?® This aspect of proliferation is a
reminder of the power of greed. Putting centrifuge technology under lock and key does
not necessarily ensure that a proliferator cannot gain access to it. It also highlights that
developed countries such as Germany, even though they are members of the Nuclear
Suppliers Group (NSG) and other nonproliferation regimes, lack effective measures to
curtail exports to proliferators. Furthermore, when violations were discovered, in some
countries, the consequences tend to be relatively minor, which is hardly a deterrent for
individuals and businesses that may be considering an illegal proliferation enterprise.
Iragi scientists made considerable headway with their gas centrifuge program, but
were never able to get the program into the production stage, largely due to the IAEA
inspections after Operation DESERT STORM. As opposed to EMIS, Irag was suspected
of having a centrifuge program, so after the conflict, the IAEA launched an investigation

within Irag to find what they could. The IAEA discovered solid evidence and hesitant
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admissions about the program from several Iraqis, but even after invasive inspections, the
IAEA knew that all was not revealed.?” Indeed, the chief Iragi centrifuge scientist hid
documents and critical centrifuge components that would be essential for a renewed Iraqi
effort in his backyard. The materials were not “discovered” until he presented them to
American military forces after Operation IRAQI FREEDOM in 2003.22 Even after years
of attempting to diffuse Iraq’s centrifuge program, the reality is that it may be nearly
impossible to completely destroy a proliferator’s ability to regenerate a nuclear program.
The Irag example also sheds light on the challenge to obtain accurate intelligence in
order to ascertain the status of a specific country’s nuclear program. This is a tremendous
challenge since most proliferators operate clandestine nuclear programs. In the case of
Iraq, one of America’s stated objectives for deposing Saddam Hussein in the months
preceding the 2003 invasion of Irag was the alleged concealment and possession of
weapons of mass destruction in addition to a suspected uranium enrichment program.?
But in the end, Iraq’s nuclear program was found to be dormant. After Operation IRAQI
FREEDOM and the many efforts to find Hussein’s weapons of mass destruction, several
panels looked into the flawed American and British intelligence estimates. One study,
the Commission of the Intelligence Capabilities of the United States Regarding Weapons
of Mass Destruction, a bi-partisan committee, concluded that the American intelligence
community “was dead wrong in almost all of its pre-war judgments about Iraq’s weapons
of mass destruction.”® The infamous “aluminum tubes” was a prime example of the
flawed intelligence on the Iragi program. Most of the intelligence community believed
that the tubes were likely purchased by the Iragis to be converted into gas centrifuge

rotors, though notably the Department of Energy and the State Department dissented with
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this assessment. After the 2003 invasion, the latter agencies were proved correct.®
There was little doubt that Iraq retained the ability to restart its nuclear weapons program
at some point in the future, but clearly American intelligence agencies had difficulty in
determining the current status of Iraq’s nuclear program right up until the invasion of
2003.

Finally, Irag highlights the issue of “preemptive war.” One of President Bush’s
objectives was to depose Saddam Hussein before he acquired nuclear weapons, in which
case he would be a tougher opponent in future conflicts with the United States and a
dangerous regional threat as well. The success of the American preemptive war policy
was called into question when it was determined that Iragq’s nuclear weapons program
was, in fact, inactive. From one perspective, America’s preemptive war ensured that
Saddam Hussein would never reconstitute his nuclear program again. By all accounts,
Saddam Hussein likely intended to recommence Irag’s nuclear weapons programs at
some future point. After the American occupation and for the foreseeable future, there is
little risk of Iraq restarting a nuclear weapons program, so in that sense, the preemptive
attack was a success. On the other side of the coin, America’s intelligence, for the most
part, was mistaken in its assessments of Irag’s nuclear program. As a result, the
American people and the international community will probably be wary of future

assertions for the need of a preventative war in the near future.

Pakistan

Pakistan is a prime illustration of a nation-state that had a weak industrial and
scientific infrastructure, but was ultimately successfully in building nuclear weapons.

Further, Pakistan proliferated uranium enrichment expertise and technology to several
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other nation-states, and thereby damaged international nonproliferation efforts for
decades to come.

Pakistan initiated a nuclear weapons program as a counter to their larger neighbor,
India, especially after India’s intervention in East Pakistan (known today as Bangladesh)
in the early-1970s, in addition to the numerous battles the two countries had fought over
Kashmir. Although Pakistan had a friendship of sorts with the United States, its leaders
knew that they could not rely on America to solve their issues regarding India.*? India
sealed Pakistan’s resolve to go nuclear with its “peaceful” nuclear detonation of 1974,
Bhutto, Pakistan’s President, years before India’s nuclear test, said: “If India builds the
bomb, we will eat grass or leaves, even go hungry. But we will get one of our own.”*
Pakistan strongly believed that it required a nuclear deterrent.

The Pakistani government learned that it had an ace up its sleeve when Abdul
Qadeer Khan, a Pakistani scientist working in Europe, volunteered his services to help his
native country develop a nuclear weapons capability. Khan acquired a working
knowledge of gas centrifuges while living in the Netherlands as an employee of a sub-
contractor for URENCO, a Dutch uranium enrichment company. After becoming an
agent for Pakistan, he stole many classified documents pertaining to centrifuges before
returning to Pakistan to play a pivotal role in its nuclear program.>* Pakistan simply was
unable to develop nuclear weapons without foreign expertise and technology; Khan
proved to be effective in obtaining both ingredients from the West.** Eventually Khan
became the head of Pakistan’s nuclear program, where he earned hero status from the

masses for delivering “the bomb” to Pakistan.
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Khan’s first and most primitive centrifuge is known as the Pakistan-1, or “P-1”
device. Apparently the P-1 centrifuge design is similar to URENCO’s original machine.
Although the P-1 model is relatively inefficient when compared to other designs, it is
nonetheless effective, provided that enough units are connected in stages and cascades.*®
The “P-2” centrifuges are more advanced than the P-1 devices, using maraging steel as
rotors instead of aluminum and with different dimensions which resulted in a
corresponding increase in enrichment capability.*” Just like with the Iraq illustration,
several European companies either outright violated or skirted nuclear weapon export
controls as part of the A.Q. Khan network. European, African, Middle Eastern, and
Asian companies did their part to assist Khan.®® With Khan’s knowledge of the
URENCO-designed centrifuges, he knew exactly what materials were essential for a
centrifuge system along with who made them. Greed played in Khan’s favor, as he paid
substantial amounts of money to obtain parts on his shopping list, keeping his suppliers
loyal and quiet, making intelligence gathering difficult.*

As a result of Khan’s uranium enrichment program, Pakistan probably attained
nuclear weapons status by the mid-1980s, though it waited to demonstrate their new
capabilities until May 28 and 30, 1998 with several nuclear tests, which immediately
followed nuclear tests conducted by India.*

For many years the world was aware that Pakistan was on a journey to develop
nuclear weapons. A key indicator was that Pakistan was one of only a handful of
countries that did not sign the Nuclear Non-Proliferation Treaty, providing a clear signal
of their intent. A declassified State Department report indicated that by 1983, there was

“unambiguous evidence that Pakistan is actively pursuing a nuclear weapons

51



development program.”* The United States must have had hard evidence that Pakistan
had a nuclear weapons program, because American aid was cut-off to Pakistan in 1979 as
required by the Symington Act of 1961 due to the latter’s pursuit of nuclear weapons.*?
Thus began a trend with the United States-Pakistan relationship, where the United States
would eliminate its aid packages to Pakistan only to restore the assistance, usually with
handsome increases in monetary value because of perceived higher national interests than
that of nuclear nonproliferation. Two examples are noteworthy. The first is the
aforementioned 1979 restrictions on Pakistan where the American elimination of aid was
merely temporary in nature. Shortly after the sanctions went into effect, in December
1979, the Soviet Union invaded Afghanistan and the United States sought a means to
provide support to the Afghani Mujahideen. Pakistan had a long relationship with
Afghanistan so it was a natural choice for Pakistan to be the main operating base for
American support to the Afghani Freedom Fighters. Pakistan sensed the opportunity to
leverage a restoration of American military and economic aid and rejected the initial
American offer of $400 million. In 1981, although President Reagan could not assure
Congress that Pakistan had ended their nuclear weapons program, Congress nevertheless
agreed to suspend the Symington Act and authorized a $3.2 billion aid package for
Pakistan.”* During this period, the United States even sold Pakistan a frontline fighter,
the F-16. Then in 1985, Congress passed what became known as the Pressler
Amendment, requiring that the President of the United States certify that Pakistan did not
have nuclear devices as a condition of continued American aid. Yet American support
continued to flow to Pakistan unabated. It was not until 1990, that President George

H.W. Bush finally certified that Pakistan likely had a nuclear device and sanctions were
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renewed. President Clinton edged toward ending the sanctions after Pakistan’s nuclear
tests of 1998, apparently because the sanctions seemed to be ineffective in curbing its
nuclear proliferation, but the 1999 military coup and Pakistan’s debt payment arrears
with the United States kept sanctions on Pakistan.** But once again, after the events of
September 11, 2001, the United States required support from Pakistan for Operation
ENDURING FREEDOM in Afghanistan and the broader global war on terrorism. The
sanctions were quickly terminated once Pakistan chose to be an ally in the war against
terrorism. Of note, Pakistan recently was allowed to buy more F-16s, even though it is
assumed that they could be used as nuclear-capable aircraft.*

Not only had Pakistan covertly acquired nuclear weapons despite their repeated
denials while receiving American financial and military assistance, but they also
proliferated critical nuclear technologies and expertise to at least three other countries:
Iran, Libya, and North Korea. American and British intelligence agencies were on the
trail of A.Q. Khan’s proliferation efforts for several years, even before 9/11. Initially, the
details were spotty, but as time went on, the evidence was clear-cut.*® The last straw was
the interception of the BBC China, a large transport ship under German registry captured
by a joint United States-United Kingdom effort, and was found to be full of Pakistani
centrifuges and related equipment bound for Libya.*” Up until this point, President
Musharraf had rebuffed requests from the United States to arrest and prosecute A.Q.
Khan, probably because Khan was a national hero as a result of the successful Pakistani
nuclear weapons program. But with increased pressure from the Bush Administration,

Khan was arrested and later confessed to his proliferation activities claiming that he acted
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alone, without the knowledge of senior Pakistani officials, and was placed under house-
arrest that continues today.*®

Foremost, this example highlights the fact that nuclear weapons nonproliferation has
not historically been America’s highest priority when balanced against other objectives.
Twice, America turned a blind eye to Pakistan’s weapons development or active
proliferation as a result of American policies dealing with Afghanistan vis-a-vis the
Soviet Union and the war on terrorism, that were viewed as more critical than nuclear
nonproliferation. This is not to say that America’s nonproliferation policies must always
be held in highest regard. But in the same breath, it is important to have a high degree of
consistency with policies in general, and nonproliferation should not be an exception. On
one hand, America went to war with Irag in 2003, with one of the main reasons being to
prevent Saddam Hussein from developing nuclear weapons. Then on the other hand,
Pakistan provided critical nuclear weapons technology, material, and expertise to some of
the worst state-actors in the world, and in the end, was rewarded handsomely with
American military aid because of its geographical position and cultural link to
Afghanistan.

Second, greed is a powerful motivator and despite treaties and export controls, if a
proliferator is committed to its nuclear program, they can always find a seller of nuclear
expertise and technology. Treaties and export controls are not meaningless; rather,

Pakistan and other examples simply indicate their limitations.
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Libya

Libya is yet another prime example of a troublesome nation-state largely because of
Colonel Gadhafi’s historical support of terrorism, that eventually lead to international
sanctions and its labeling as a “rogue” country.*

Libya became a ratified member of the NPT in 1975. Nevertheless, under direction
of its leader, Colonel Gadhafi, Libya likely began its pursuit for a nuclear weapons
capability around the time that it ratified the NPT.>® Libya had no natural enemies thus
dictating a nuclear deterrent, although its export of terrorism often led to confrontation
with the United States and the United Kingdom. Gadhafi probably desired a nuclear
weapons capability mostly for prestige reasons, but deterrence of America may have
played a role as well.

Libya, lacking indigenous industrial and scientific capabilities, built its nuclear
program entirely from scratch with a heavy reliance on foreign technologies and experts.
Gadhafi spent millions of dollars, perhaps hundreds of millions of dollars, yet over a
thirty year period the Libyan effort yielded almost nothing. The following is merely a
short list detailing how Libya was challenged with its program. First off, Libya imported
over 2,000 tons of uranium yellowcake, mostly from Niger beginning in 1978, but they

were unable to convert it into uranium hexafluoride.>*

Without such conversion, Libya
was unable to begin even the first step toward indigenously enriching uranium. Libya
also attempted to build its own centrifuge program, but after a 10-year effort, there was
nothing to show for it.>* Enter the A.Q. Khan network. Khan offered Libya just what it

needed, a “turn-key” uranium enrichment program, with everything from uranium

hexafluoride, to thousands of gas centrifuges, to basic plans of how to construct a nuclear

55



device.®® Libya received a handful of preassembled centrifuges from Pakistan, very
similar to the “P-1” design and parts to build many more. Furthermore, Libya bought a
small number of the improved “P-2” design and apparently had placed an order with A.Q.
Khan to buy up to 10,000 of the advanced Pakistani centrifuges.**

As discussed in the above, the capture of the BBC China with Pakistani centrifuge
materials en route to Libya was the nail in the coffin of the A.Q. Khan network. But,
Gadhafi’s reaction to the BBC China situation was almost immediate. Even before the
BBC China was intercepted, Colonel Gadhafi was already in negotiations with the United
States and the United Kingdom to find a solution to end Libya’s pariah status. After only
two months since the ship’s discovery, Gadhafi publicly pledged to give up his nuclear
and chemical weapons programs and completely adhere to the NPT and all of its
provisions.” There has been much speculation as to why Gadhafi made this monumental
decision. One perspective links Gadhafi’s decision with the Bush Administration’s
preemptive war doctrine demonstrated by Operation IRAQI FREEDOM.*® Alternatively,
some believe that Gadhafi wanted to put an end to Libya’s status as a rogue-state and
desired economic privileges that were denied as a result of the sanctions placed against
Libya. Shokri Ghanem, Libya’s Prime Minister said: “They [Libya’s nuclear weapon
program] are not making us safe. They are making us poorer, and having troubled
relations ... we decided to concentrate our way on our economy.”’ Perhaps after years
of trying to develop a nuclear weapons program and sinking considerable capital into the
project with practically no results to show for effort may have been another factor why

Gadhafi gave up his program.®
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The Libyan case study reveals some interesting aspects on nonproliferation. It
validates that enriching uranium is a very difficult task even with foreign assistance, in
this case, from the Khan network. Although Libya acquired the necessary hardware to
enrich uranium, it still lacked the expertise, and was unable to make effective progress.
Second, once again, export controls and treaties did not deter Libya from attempting a
nuclear program, nor did more exceptional international repercussions that included UN

sanctions, deter Libya.

Iran

Iran publicly denies that it has a nuclear weapons program.”® Yet, there is
compelling evidence that the leadership of Iran intends to enrich uranium for a nuclear
weapons capability. As such, Iran shares the spotlight with North Korea as one of the
most concerning nuclear weapons proliferators in the world today.

Iran’s history with nuclear weapons dates back several decades to the last Shah of
Iran. But the Shah’s nuclear program was not very ambitious and concentrated more on
energy than on weapons. After the fall of the shah, Ayatollah Khomeini initially stopped
Iran’s pursuit of nuclear weapons with the belief that they were contrary to the principles
of Islam. But the Iran-Irag War initiated by Saddam Hussein, that included the use of
chemical weapons against Iranian forces, quickly changed Khomeini’s mind and the
program was restarted. Other factors later attracted Iran to nuclear weapons in light of
their hostile policies against America and lIsrael. Therefore, deterrence of the two
aforementioned countries has probably taken the centerpiece in Iran’s desire to develop

nuclear weapons, coupled with a related goal of restoring Persian prestige.®
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Iran’s initial attempt with an indigenous centrifuge program in the mid-1980s failed.
Iran then contracted with the A.Q. Khan network. It was the Pakistani early gas
centrifuges that finally got their program going, initially with the “P-1" type, but more
recently, with the advanced “P-2” centrifuges as well.** The IAEA states that Iran has
been operating a test cascade of 164 P-1 centrifuges with another cascade of equal size
and type installed in 2006.%* Iranian President Ahmadinejad has openly stated that they
intend to build and operate 3,000 centrifuges in an underground facility near the city of
Natanz, with plans to ultimately install over 50,000 centrifuges.®®

Like Libya, Iran is a party to the NPT, and as such, is required to report its nuclear
activities to the IAEA. Yet only after aggressive accusations by the IAEA, did Iran
release limited information about its previously undisclosed nuclear activities, including a
long list ranging from converting yellowcake to uranium hexafluoride, to experimenting
with laser and centrifuge enrichment technologies. Even after Iran’s clandestine
enrichment efforts were uncovered by the IAEA, Iran initially claimed that the gas
centrifuges were of indigenous manufacture using open source designs.** When the
IAEA subsequently proved that they were of foreign origin, probably from Pakistan, only
then did Iran admit that the IAEA was correct in this regard.®> After three years of back-
and-forth between Iran and the IAEA, only scant details about the involvement of the
Khan network has come to light. In short, Iran’s legacy with its nuclear program
indicates that their statements cannot be trusted, furthering suspicion as to Iran’s claims
of a “peaceful” enrichment program.

After Iran’s uranium enrichment program became public knowledge, Iranian leaders

found a twist to legitimize their enrichment efforts by using the NPT itself as a
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justification. The NPT forbids non-nuclear weapons states from enriching uranium for
the purposes of producing nuclear weapons, but it does not explicitly discuss uranium
enrichment for peaceful reasons; in other words, the NPT does not prevent a non-nuclear
weapons state from producing low enriched uranium as fuel for nuclear reactors. There
are many non-nuclear weapons states that produce slightly enriched uranium for use in
their own reactors and for sale abroad.?® Iranian leaders state that they merely intend to
enrich uranium just like that of other countries.

The United States does not take stock in Iran’s proclamations about a peaceful
nuclear program. The problem is that there is no irrefutable way to reveal Iran’s true
intent, until evidence becomes available which shows they are enriching uranium to
levels above 20 percent. Nonetheless, lacking a *“smoking gun,” the circumstantial
evidence strongly indicates that Iran’s uranium enrichment is for a nuclear weapons
program. Iran intentionally did not report their nuclear fuel cycle activities to the IAEA,
as they were required to by the NPT. Once their program was discovered, Iran provided
little information after repeated requests from the IAEA. The most logical explanation
for their clandestine activities is because Iran intends to not comply with all provisions of
the NPT.

North Korea set precedence in 2003 after years of violating the NPT. When North
Korea was very close to completing its first weapon, it formally withdrew from the treaty.
North Korea has a long history of sanctions and of being ostracized by the international
community. In fact, North Korean leaders intentionally place themselves at odds with the
world as a means for the regime to retain power over its people. As such, North Korea

did not fear Security Council or even counter-proliferation actions after their withdrawal

59



from the NPT, and four years hence, they remain obstinate. It is a valid concern that Iran
might follow the North Korean model once it has mastered the nuclear fuel cycle for
highly enriching uranium. Iran also has a history of international rebuke of which it
easily shrugs off. Indeed, President Ahmadinejad’s agenda clearly includes standing firm
against the West. Since Iran enjoys a significant share of the world’s oil supply, short of
a total oil embargo that is unlikely to be enacted by the Security Council, Iran will have
plenty of capital to do as it pleases, as it has done so since the Islamic revolution of
1979.%

The centrifuge technique of uranium enrichment fits Iran’s strategy perfectly. The
gas centrifuge is a proven method for industrial low-enriched uranium to produce fuel for
nuclear reactors throughout the world. Many countries already employ centrifuges for
this purpose, so it matches Iran’s cover story of merely wanting to produce indigenous
nuclear fuel. As Iranian scientists master centrifuge technology, and if Iran succeeds in
building a reliable centrifuge cascade for production of low-enriched uranium without
attracting a preemptive attack from Israel or the United States, then Iran will have
completed the most difficult aspects towards acquiring nuclear weapons. This is because
once a centrifuge system can enrich uranium up to about five percent U-235, it simply
requires additional cascades to produce weapons-grade uranium. If Iran can bide time
similar to the North Korean precedent and clandestinely develop a nuclear weapons
capability while proclaiming it is NPT-compliant, Iran could ensure that it has a nuclear
deterrent in place before it formally withdraws from the NPT. At that point, the risks
associated with counter-proliferation attacks would increase considerably for any country

that might attempt to destroy Iran’s nuclear weapons capabilities.
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Like some of the world’s proliferators in the past, Iran is generally categorized as a
“rogue-state.” The United States has enacted sanctions against Iran for many years
including bans against the import of Iranian oil, although many other countries continue
to buy Iranian oil. President Bush has significantly increased the pressure on Iran
beginning with his State of the Union address in 2002, where he branded Iran as part of
the “axis of evil” for its pursuit of nuclear weapons and export of terrorism.®® More
recently, President Bush stated that “all options are on the table” if Iran does not halt its
nuclear program, also adding “the use of force is the last option for any president...[but]
we've used force in the recent past to secure our country.”® In December 2006, the
United Nations Security Council issued a resolution that called upon Iran to suspend its
nuclear activities.”” It seems to have had no effect as Iranian President Ahmadinegjad
resolutely stated that Iran will continue on its journey to enrich uranium as quickly as
possible.”* As described in the introduction, Iran’s history of international terrorism,
their proxy attacks on Israel through Hezbollah, and the antagonist role they play in the
current Iraqi War very well may place Iran in American crosshairs in the future.

It is difficult to determine when Iran will have nuclear weapons. The United States
predictions were reasonably accurate with several of the aforementioned case studies, but
the intelligence community has been all over the map with estimates on Iran. In 1995, it
was believed that Iran could have a weapon by 1997-2000 at the latest. Later this was
extended to 2005.”> More recently, a national intelligence estimate in 2005 is said to
predict that it will take Iran up to 10 years to have a nuclear weapon.”

It is not possible to tell if the Bush Administration’s aggressive statements towards

Iran is a prelude to an imminent preemptive attack, or is diplomatic posturing with the
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purpose of pressuring Iran to halt its enrichment activities. Iran does not have a track
record of bowing down to international criticism, especially criticism originating from the
United States. Yet as described above, President Bush alluded to the fact that the United
States has acted on the doctrine of preemptive war with Iraq, so Iran is certainly taking a
significant risk in ignoring American threats. On one hand, it seems that the United
States has time to ponder this difficult decision as Iran is not expected to have a nuclear
weapons capability in the near-term. But on the other hand, perhaps Iran’s uranium
enrichment program would be just one more reason on the pretext list of American
grievances to provide justification to deal with Iran sooner rather than later, especially

with Iran’s probable meddling in Iraq.
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Chapter 5

Conclusions and Recommendations

After reviewing America’s nuclear nonproliferation challenges from a number of
angles to include international agreements, American policies and programs, the uranium
fuel cycle, along with select case studies, several conclusions and recommendations can
be made.

Despite well-intentioned efforts by the international community and that of the
United States, some countries will continue to strive for a nuclear weapons
capability. Recent history indicates that leaders of some nation-states believe that they
require a nuclear weapons capability, in some cases regardless of the cost. It is not
surprising that when looking back at the last three decades, nuclear weapons proliferators
were largely countries that fit the mold of “rogue or “pariah” nation-states, namely, North
Korea, Pakistan, and South Africa. This trend continues today with Iran’s maturing
nuclear program. Also troubling, as relationships change between countries in the
developed world, a new trend might also begin where countries with advanced
technological bases believe they need the deterrent or prestige effect that nuclear
weapons can seemingly provide; this category of countries, the “virtual” nuclear

countries, could also proliferate rapidly.
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International agreements, treaties, and export controls are helpful in combating
the proliferation of nuclear weapons, but they are not a panacea. The IAEA plays a
beneficial role with verification of safeguards, especially with more robust inspections as
part of the comprehensive safeguard agreement and supplemented with strengthened
capabilities in the Additional Protocol. Yet it is not in the interest of potential
proliferators such as Iran to voluntarily submit to such inspections, thus the success of the
Additional Protocol will be limited, just as the NPT was limited by India, Israel, Pakistan,
and South Africa. The plan pressed by the United States to more or less make the
Additional Protocol a perquisite for continued nuclear energy assistance throughout the
world may be a bridge too far. Countries cannot be forced into agreements beyond the
original text of the NPT if they chose not to do so. Nevertheless, the United States must
continue its attempt to strengthen international agreements and the IAEA’s inspection
regime, in addition to export controls.

Nuclear proliferation polices of the United States government are applied
inconsistently. America is at war in Afghanistan, Irag, and indeed globally in the war
against terrorism. It is intuitive that these efforts must be robustly and continuously
supported as America fights the “long war.” Yet as was described in Chapter 1,
proliferation of nuclear weapons is assessed by the Bush Administration as the greatest
threat to America, and nuclear nonproliferation programs should be appropriately
supported in policy and in budgetary practice. America’s inconsistent policies with
Pakistan have not only provided an example of de facto acceptance of nuclear
proliferation in an unstable region of the world, but have also tolerated the spread of

nuclear equipment and expertise to other countries, including Iran and North Korea. The
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consequences of antagonists to the United States gaining nuclear weapons and associated
delivery systems could threaten continental America with destruction hereto unseen.

An increased emphasis on nuclear nonproliferation within the United States
government is required. Nonproliferation efforts are spread across many agencies and
departments within the Executive Branch, lending to inefficiencies and a lack of
synergistic direction. Many departments and agencies have their hands in the
nonproliferation pie, and no single office below that of the President of the United States
is responsible for the implementation of America’s nonproliferation policies and efforts
as a whole. While the various departments and programs that deal with nonproliferation
do not intentionally skimp on nonproliferation programs, it should not be a surprise that
departments or agencies will tend to focus their budgets on core aspects of the
organization’s mission, and not on programs that address secondary tasks that includes
nuclear weapons proliferation. It bears repeating again that this is the most significant
threat to America’s national security...and the Executive Branch is not organized for this
challenge. America should view nuclear proliferation as a “war” of sorts and organize
accordingly.

Just as a cabinet post was recently created to enhance America’s intelligence
assessments, similar attention is warranted for America’s nuclear nonproliferation efforts.
A couple of possibilities could help solve this problem. One option is to create a new
cabinet post to head America’s nonproliferation programs. A derivative of this idea was
recently heralded by Governor Bill Richardson from New Mexico. This post would
enjoy immediate access to the President, and could influence the budgets and associated

nonproliferation programs within the rest of the Executive Branch. The downside to this
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concept is that adding an additional cabinet post might only increase the bureaucracy of
an already large nonproliferation footprint, in addition to the fact that this new cabinet
member would be still only be an equal amongst peers with the heads of the numerous
agencies and departments involved in nuclear nonproliferation, and it may not necessarily
yield an improvement in current priority setting practices. Another possibility is to place
all nuclear nonproliferation monies under one cabinet member, be it a new post or that of
an existing position. Since the Department of Energy has the bulk of the nonproliferation
technical base as well as monies, it may be the optimum agency to serve in this role. This
option would bode well for increased synergy between the various agencies and
departments, by allocating the nonproliferation budget with a centralized approach. But
this solution also is not without potential problems. Inter-department rivalries in
competition for resources would almost certainly increase. Also, innovation and basic
research into nonproliferation could suffer from a centralized budgeting process. Other
options no doubt can and should be explored to properly organize government efforts in
this critical area of America’s national security.

Improved methods and technologies must be developed to find and monitor
clandestine nuclear weapons programs. The United States intelligence agencies have
an amazing track record for identifying countries whose leadership intends on developing
nuclear weapons. The analysis by America’s intelligence community may in fact be
perfect to date in predicting those countries that desire nuclear weapons. Yet, the
intelligence community has a mixed record on accurately determining the status of a
country’s nuclear weapons program. There are several reasons for this to include the

tremendous technical challenge in mastering the ability to detect these secretive

70



programs. Proliferators also know that the world is watching them, to include countries
with sophisticated intelligence capabilities such as the United States, and they
correspondingly attempt counter-detection efforts. The scientists and those associated
with covert programs are usually small in number, and in some cases there are genuine
threats against them and their families if they would become agents of a foreign power,
thus human intelligence tends to be unavailable, or at least, an unreliable intelligence
collection method.

America invaded Iraq for several reasons, but in the days preceding the invasion,
Saddam Hussein’s supposed active nuclear weapons program ranked at the top. Only
afterward was it determined that the program was in fact dormant, though evidence
indicates that Saddam intended to restart the program at some point in the future.
Regardless, America’s reputation has been impaired because of our inability to make
accurate assessments with covert uranium enrichment programs. To remedy past
mistakes and to shape the future in regard to nuclear proliferation, the United States
government must concentrate on finding methods to accurately identify and monitor
clandestine proliferators.

The uranium route appears to be the method of choice for most proliferators.
Three of the four most recent nuclear weapons proliferators concentrated their programs
on highly enriching uranium. The case studies from the prior chapter further highlight
that the gas centrifuge is the most prolific technique for clandestine uranium enrichment.
As the chapter on the uranium nuclear fuel cycle underscored, there are many different
ways to enrich uranium. While proliferators seem to be leaning towards gas centrifuges

at the moment, the Irag case study clearly indicates that a country also may pursue
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several enrichment methods, even ones seemingly outdated such as the EMIS method of
World War Il fame.

In some cases, preemptive war may be the only effective means to end a
proliferator’s nuclear weapons program. As indicated by the examples in Chapter 4,
once a country’s leadership is intent on developing nuclear weapons, it usually will
succeed in its mission. Of the five nation-states evaluated, only Libya and Iraq proved
unable to reach their end state. Libya’s shortfall was largely its scientific incompetence.
Whereas with Irag, its nuclear program made significant progress, and only after a
preemptive strike by Israel in 1981, coalition-attacks led by the United States in 1991,
and finally, by an invasion once again led by the latter in 2003, that terminated Iraq’s
nuclear weapons program. International rebuke, while necessary, does not have a record
of success, as South Africa, Iraq, Pakistan, Libya, and Iran all proved that a variety of
consequences ranging from United Nations Security Council resolutions to multilateral
sanctions had little to no effect on their actions. North Korea, though not analyzed in
detail in this study, also provides evidence to the shortcoming of international measures.
In fact, in several of the aforementioned cases, such actions may have further cemented
the desire of proliferators to acquire nuclear weapons.

Preemptive strikes can delay a country’s nuclear weapons program, but may not
yield an enduring solution. Israel’s strike on the Osirak nuclear reactor in 1981
postponed Irag’s nuclear weapons program considerably. Yet its effect was not
permanent, as Saddam Hussein switched to the uranium route, and was clearly on the
right course towards a nuclear weapons capability before he detoured into Kuwait, which

led to another effective attack by a coalition led by the United States, stemming his
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program once again. But it still did not end Saddam’s desire for nuclear weapons...he
merely shelved the program, and it was not until the 2003 invasion and subsequent
regime change, albeit controversial and with several unintended implications, that closed
the door on Irag’s nuclear weapons program.

Clearly, preemptive war should not be the first...or even the seventh alternative to
stop a proliferator. But it may be a necessary option. Carl von Clausewitz’s timeless
lesson reminds us that “war is not merely an act of policy, but a true political instrument,

"1 |f, after all non-

a continuation of political intercourse, carried on by other means.
military efforts have failed to roll-back a proliferator of nuclear weapons, then “other
means” might very well be required.

The importance of detecting clandestine programs is heightened with the
evolving Iranian crisis. President Bush has reiterated that the United States reserves the
right to consider the use of all options to deal with Iran if it continues with its uranium
enrichment program. Prior estimates with Iran’s nuclear program were markedly wrong,
believing that Iran may have “the bomb” as early as 1997. As of 2005, the intelligence
community assessed it could take Iran at least ten years to have a nuclear weapon. But
the consequences might be very damaging if that estimate too is incorrect.

There is a compelling case that Iran’s uranium enrichment effort is not for the
reasons it claims, rather the program’s main objective is likely to obtain nuclear weapons.
But the United States must be careful before embarking on a preemptive war with Iran
over this issue. The Irag example has likely influenced potential allies to be cautious

before supporting the United States with tough measures against Iran. The bottom line is

that before military action is taken, the evidence with regard to Iran’s nuclear weapons
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program must be air-tight.  Better intelligence gathering, especially improved
technologies to detect uranium enrichment, could provide the key in finding the

“*smoking gun” disproving Iran’s claims about a peaceful nuclear program.
Notes

1 carl von Clausewitz, On War, ed. and trans. Michael Howard and Peter Paret
(Princeton, NJ: Princeton University Press, 1984), 87.
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